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Reduce Financial Costs and get Peace of Mind
In the never-ending fight against cyberthreats, Bitdefender aims to support our customers in all aspects of their 
security program while reducing their worry about the impact that cyber incidents bring. While we created the 
GravityZone XDR platform and MDR service to provide customers with the most comprehensive security coverage to 
help them identify, prevent, and stop threats, we wanted to stand by our service and give our customers the peace 
of mind they deserve. 

That’s why we partnered with Cysurance1 to offer a cybersecurity breach warranty, at no additional cost, to both 
our MDR and MDR PLUS customers. In the event of a cybersecurity incident, MDR customers can receive financial 
support to help mitigate the costs of a breach. Here’s how it works:

Certification Warranty Indemnification

Bitdefender MDR Bitdefender MDR PLUS

Ransomware2 $100,000

Compliance Event $200,000 
Ransomware Event & BEC Event $200,000 
Cyber Legal Liability Event3 $500,000 
Business Income Event4 $100,000 
TOTAL $1,000,000 

 
Bitdefender MDR customers are eligible for up to $1,000,000 USD in financial assistance in the event of an incident 
through this agreement. Bitdefender’s MDR Cybersecurity Breach Warranty is available at the start of a new MDR 
subscription or for existing MDR customers till the end of their contract after reviewing and accepting additional 
terms and conditions. For additional information check out the FAQ5.

What’s Covered?
Bitdefender’s MDR Cybersecurity Breach Warranty, in partnership with Cysurance, provides financial support for a 
wide range of cybersecurity incident costs including:

 ↳ Ransomware: Ransomware, including remediation and ransoms

 ↳ Business Email Compromise: A BEC event resulting in funds transfer or invoice fraud, including remediation and 
lost funds

 ↳ Compliance and Regulatory Failure: A cyber breach that triggers HIPAA, PCI, OSHA, and/or state related 
violations and results in a regulatory penalty, fine, or related expenses

 ↳ Cyber Legal Liability: a suit arising out of a cyberattack, including loss or misuse of data, or a media peril related 
to your website where legal defense and settlement costs are incurred

 ↳ Business Income Loss: A security breach that results in the loss of business income (net profit or loss before 
income taxes), and/or any continuing operating expenses affected by it.

1 https://www.cysurance.com/

2 Per event and participant must first exhaust any other certification Warranty that would apply to these expenses.

3 Participant must first exhaust all other financial benefits before triggering this benefit.

4 There is a $2,500 per-claim deductible that applies

5 https://www.bitdefender.com/business/products/managed-detection-response-service/breach-warranty.html
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Bitdefender is a global cybersecurity leader protecting over 500 million systems in more than 150 countries. Since 2001, Bitdefender innovation has consistently delivered award-
winning security products and threat intelligence for the smart connected home, mobile users, modern businesses and their networks, devices, data centers and Cloud infrastructure. 
Today, Bitdefender is also the provider of choice, embedded in over 38% of the world’s security solutions. Recognized by industry, respected by vendors and evangelized by customers, 
Bitdefender is the cybersecurity company you can trust and rely on.
All product and company names mentioned herein are for identification purposes only and are the property of, and may be trademarks of, their respective owners.


