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Bitdefender’s Top Performance
in the MITRE Engenuity
ATT&CK Evaluations for
Managed Services

MITRE Engenuity is a tech foundation aimed at working with the cybersecurity private sector to foster good
competition and collaboration with the goal of improving the cybersecurity landscape. The 2024 ATT&CK
Evaluations for security service providers tested participating cybersecurity vendors in a ‘closed book’ version of
adversary emulation using tactics, techniques and procedures (TTPs) of BlackCat/ALPHYV, a prolific ransomware-as-
a-services (RaaS) group, and menuPass (aka APT10), an advanced threat actor focused on espionage targeting an
array of industries including healthcare, manufacturing and government.

In the recently published results, Bitdefender came away as one of the top performers in the evaluation with 200%
visibility of the attacks, one of the lowest mean times to detect (MTTD) while reducing the most noise and providing
clear and actionable alerts.

MITRE Engenuity's ATT&CK® Evaluations: Managed Services—Round 2 (2024)
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While many participants successfully detected and reported on the threat and adversary tactics, very few were able
to do so in a manner that showcased the value and benefit of their managed service offerings. Let’s look at some
key datapoints from the results:
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Mean Time to Detect (MTTD) and Alerts

A key benefit of any Managed Service offering is to reduce the MTTD - mitigating threats as early as possible - while
also reducing the amount of noise and alerts a customer receives. While some vendors had incredibly low MTTDs, it
was often paired with an abundance of alerts which in a real-world scenario would translate to alert fatigue for their
customers.

Bitdefender was able to detect the malicious activity within 24 minutes of the event occurring while heavily
reducing the number of alerts sent to the customer. Customers receiving an alert notification from us will know that
we conduct deep investigations and that the information we pass along is accurate and credible.

Actionability

While filtering noise and benign events is important, what you alert or report on must also include context, details,
and “actionability” to ensure proper action is taken to address or remediate the threat. Again, we can see that
Bitdefender had the highest percentage (93%) of actionable reporting in the evaluations showcasing our ability to
help our customers respond to threats and remediate malicious activity.

The Bottom Line

Customers turn to Managed Services, and especially Managed Detection and Response (MDRs), to help supplement
their security team, alleviating many of the responsibilities they do not have the time or security expertise for. When
reviewing evaluations like MITRE Engenuity, it’s important to focus on the datapoints that can help your team and
organization be more secure. If ensuring timely and accurate detections with actionable insight is important to you,
reach out to us today.

Bitdefender is a global cybersecurity leader protecting over 500 million systems in more than 150 countries. Since 2001, Bitdefender innovation has consistently delivered
award-winning security products and threat intelligence for the smart connected home, mobile users, modern businesses and their networks, devices, data centers and Cloud
infrastructure. Today, Bitdefender is also the provider of choice, embedded in over 38% of the world’s security solutions. Recognized by industry, respected by vendors and
evangelized by customers, Bitdefender is the cybersecurity company you can trust and rely on.
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